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Message Text 

SECRET 

PAGE 01 LONDON 09618 171241Z 
ACTION SY-05 

INFO OCT-OI ISO-00 SYE-00 SSO-00 /006 W 

1 19410 171245Z/43 

O P 171233Z JUN 78 ZFF 4 
FM AMEMBASSY LONDON 
TO SECSTATE WASHDC NIACT IMMEDIATE 7260 
INFO AMCONSUL FRANKFURT PRIORITY 

SECRET LONDON 09618 

SY CHANNEL 

STATE FOR A/SY/OPS/T; FRANKFURT FOR OIC/RTC 

E.O. 11652: XGDS-2 
TAGS: ASEC 

SUBJECT: POSSIBLE TECHNICAL PENETRATION 

REE: A. STATE 153818 B. LONDON 9566 


1. PUBLIC ADDRESS SYSTEM COMPRISED OE 45 DIGITALLY 
ADDRESSABLE MICROPHONES, MICROPHONE ADDRESS INDICATOR 
BOARD, MICROPHONE SELECTOR PANEL, AND 6 SPEAKERS, IN 
ADDITION TO SUSPECT POWER AMPLIEIER. 

2. PARA TWO REP A STATES .'HOLD ALL INVOLVED SYSTEM COM- 
PONENTS." SINCE SYSTEM APPEARS CLEAN WITH SECOND POWER 
AMPLIEIER, IS IT NECESSARY TO HOLD OTHER COMPONENTS? 
ADVANCED TECHNOLOGICAL STATE OF CONTROL SYSTEM SUGGESTS 
PROBABLE HIGH USAGE DEMAND BY LEASING COMPANY AND 
RELUCTANCE TO EXTEND LEASE. WE ARE NOW CHECKING ON 
POSSIBILITY OF EXTENSION. WILL BE EXPENSIVE. 


3. HAVE THUS FAR FABRICATED STORY TO FIRM THAT A 
TECHNICIAN "INADVERTENTLY" PACKED OUT THE SUSPECT POWER 
AMP AND THAT EMBASSY WILL PAY LEASE EXTENSION OR 
PURCHASE COSTS ON THIS PIECE. 

SECRET 


SECRET 


PAGE 02 LONDON 09618 171241Z 


4. TESTS REQUESTED PARA REF A ALREADY CONDUCTED 
FRIDAY EVENING BUT WILL REPEAT. 

5. PER LONDON 9566 PARA 10, POST WISHES TO EMPHASIZE 
THAT PUBLIC ADDRESS SYSTEM INCLUDING AMPLIFIERS WAS 
STORED IN UNCLASSIFIED TELEPHONE SUPPLY ROOM (S-35) 
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FROM JUNE 9, 1978 TO JUNE 15, 1978 AND NOT IN THE 
RESTRICTED C&R AREA. 

6. POST MUST HAVE REPLY BY NOON SATURDAY 6/17/78 
(WASHINGTON TIME) AS EIRM WILL REMOVE PUBLIC ADDRESS 
SYSTEM AT THAT TIME. 

BREWSTER 


SECRET 


NNN 
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